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AnnUlII47 C.F.R. § 64.2009(~) ePN! e~rtificlltion

EB Dock~t 06-36

Annual 64,2009(e) CPNI CcrtitieatioJl It" 2008

Date tiled: February 17.2009

Name of company covered by this certification: Telecom Colombia USA. Inc

FOl'm 499 Filer Il): 825172

Name of signatory: Frank Camp~ros

ritle of signatory: Presidcnt

I. rr,lnk (';lmper(lS, cend) thilll alll il" (lrtlccr ()fthc Cl)mpany IHlm~d abo\~. and acting
as an agent of the company. that I have personal knowledge that the company hHS estHblishcd
operating procedures that ar~ l.H.h:qui:l.tc to ensure i,;ompliancc with the Commission's CPNll'ules.

See 47 c.rR. ~ 64.2001 el,""1-

Attached to this certification is an accompanying stat~ment explaining how the
company's procedures ensure lhal the company is in compliance with the requirements set forth
in section 64,2001 el seq. of the Commission's rules.

The company has not taken any actions against data hrokers in Ow p~~:-;t Yl:ar.

The company has nul received any I.:ustomer complaints in the past Yi;:ar l,;ollcerning the
unauthol'ized I'elease ofCPNr

Telecom Colombia USA, Inc.
7925 NW 12th Street, SUIte 106

Miami, FI33126
Tel. 786 206 044~

Fax: 7865138333
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Statement AccompanyinJ:: CPNl Certificate
February 17,2009

EB Docket No. nli~31i

Telecom Colombia USA. Inc. ("Company") does not use. disclose or permit access to.
nor has it ever used. disclosed or permitted access to, Customer Proprietary Network lnftlrmation
("ePNJ") except as permitted under 47 U.s.c. ~ 222(d) Or except as otherwise required hy law
purwant to 47 IJ.S.c. ~ 222(c)( I) or cxccpt as pcrmittcd undcr 47 U.s.c. ~ ~ 222( c)( I)( A) and
222(c)( 1)(B). However. the safeguards in Sections I and J helow are 1(,I!owed and, to the extent
that the Company finds it necessmy to use. disclose or permit access to CrNL the operating
proccdurcs in Sections A-I r below are observed:

A. Definitions

The terms used in this Statement have the same meaning as set forth in 47 C.r.R. §
64.2003

B. lise of ePNl

It is the Company's policy that the Company may use, disclose, or permit access to
CPNl for the purpose of providing or marketing service offerings among the categories of
service (i.e" local, interexchange. and CMRS) to which the customer already subscribes from the
Company. without customer approval.

To the extent that the Company provides different categories of service, and a cuslomer
subscrihes to more than one category of service onered hy the Company. the Company may
share CPNI among the Company's affiliated entities that provide a service offering to the
customer; however. to the extent that the Company provides diffcrent categories of service, hut a
customer docs not subscribe to more than one offering. the Company docs not share CPNl wilh
its aftiliates. except by following the Notice requirements described below in Section C(2).

The Company does not usc. disclose. or permit access to CPNI to market to a eustomcr
serviec offerings that arc within a category of service to which the subseriher does not already
subscribe ii'om the Company. unless the Company has customer approval to do so.

The Company docs not usc. disclose or permit access to CPNJ [(.l identify or track
customers that eaIl competing service providers.

NOlwithstanding the t~lrgoiI1g:

It is the Company's policy that the Company may usc. disclose. or permit <tccess to
CrNI to protect the rights or property of the Company. or to protect users of those services and
other carriers from fraudulent, abusive. or unlawful usc or. or subscription to. such services.
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(I) It is the Company's policy that the Company may obtain approval through written,
oral or ekctronie methods. The Company acknowledges that it bears the burden of
demonstrating that any oral approvals have heen given in compliance with the Commission's
rules. Thc Company honors all approvals or disapprovals to usc, disdose, or permit access to a
customer's CPNI until the customer revokes or limits such approval or disapproval. The
Company maintains records of approval. regardkss of the li)rm of such approval. li)r at least onc
year.

(2) Opt-Out and Opt-In Approval Processes. It is the Company's policy that it may,
subject to opt-out approval or opt-in approval, usc its customer's individually identiliabk CPNI
for the purpose of marketing communications-related services to that customer. It is the
Company's policy that it may. suh,iectto opt-out approval or opt"in approval, dise!ose its
customer's individually identiliahlc CPNI. !\)r the purpose of marketing communications-related
scrvices to that customer. to its agents and its artiliatcs that providc communications-rclatcd
serviccs. It is the Company"> policy that it may also permit such pcrsons or entities to ohtain
access to such CPNI It)r such purposes. Except as provided herein, or as otherwise provided in
Scetion222 of the Communications Act of 1934. as amended. the Company only uses. discloses.
or permits access to its customer's individually identifiable CPNI subject to opt-in approval.

D. Notice Required For lJse Of Customer Proprietary Network InformatiOIl

It is the Company"> policy that prior to any solicitation li)r customer approval.
notification is provided to the customer of the customer's right to restrict use of. disdosure or.
and access to that customcr's CPNI. The Company maintains such records of notitication.
whether oral, written or electronic. for at least one year.

It is the Company's policy that individual notice to customers is provided when
soliciting approval to use. disclose, or permit access to customers' CPNI.

K Notice Content Requirements

Company notices must comply with the lollowing reyuirements:

1. Notices must provide sutlicient inftlfmation to enable the customer to make an
informed decision as to whether to permit the Company to use. diselose. or permit access
to, the customer's CPNI.

2. Notices must state that the customer has a right and the Company has a duty. under
federal law. to protect the conlidentiality of CPNI.

3. Notices must specify the types of information that constitute CPNJ and the specific
entities that will receive the CPNJ. descrihe the purposes lilr which CPNI will be used.
and inl<mn the customer of his or her right to disapprove those uses. and deny or
withdraw access to CPNI at any time.
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4. Noti~~s must advise the customer of the precise steps the customer must take in order
to grant or d~ny access to CPNL and must clearly state that a denial of approval will not
aff~ctth~ provision or any services to which the Cllstomer subscribes.

5. Noti~~s must b~ compr~h~nsibl~ and must not be misleading.

6. To thc extent that written Notices arc provided. the Notices arc dearly legible. usc
sufllciently large type. and arc placed in an area so as to be readily apparent to a
customer.

7. Ifany portion ofa Notice is translated into another language. then all portions of the
Notice must be translated into that languag~.

8. The Notice may stat~ that th~ ~ustomds approval to use CrNlmay enhan~e the
Company's ability to ()IT~r products and s~rvi~~s tail()r~d to lh~ ~ustomds n~~ds. Th~

Notice may also state that the Company may be comp~lIed to diselose CPN I to any
person upon aftirmative written request by the customer.

9. Notices may not include in the notification any statcmcnt attempting to encourage a
~ustom~r to fi'~~ze third-party access to CPNI.

10. Notices must stat~ that any approval. or d~nial of approval for th~ usc of CPN I outside
or the servicc to which thc customcr already subscribcs frol11thc Company is valid until
the customcr aftlrmativcly revokcs or limits such approval or denial.

II. The Company's solicitation for approval must he proximate to th~ Notice ofa
customer's CPNI rights.

F. Opt-Out Notice Requirements

It is the Company's poli~y that Noticcs to obtain opt-out approval he giv~n only
through electroni~ or writkn methods. and not by oral communication (ex~~pt ,IS providd with
rcspect to onc-timc usc of CPNI below).

The ~ont~nts of any su~h notification must comply with the Notice Content
r~quir~ments described abovc.

It is thc Company's policy to wait a 30-day minimum period of time alkr giving
customcrs noticc and an opportunity to opt-out bdor~ assuming custOI1l~r approval to us~.

disclos~. or p~rmit a~~~ss to CrN!. This 30-day minimum period is ~alculat~d as follows: (I) In
th~ case of an electronic form of notification. the waiting p~riod shall begin to run from th~ dak
on which the Notice was sent; and (2) In the case ofNotic~ by mail. the waiting period shall
begin to run on the third day following thc dale that the notification was mailcd. It is th~

Company's policy to notify customers as to th~ applicable waiting pcriod for a r~spons~ before
approval is assumcd.
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For those instances in which thc Company uses th~ opt-out m~ehunism, the C"mpany
provid~s notices to applicable customers every two y~ars.

For those instances in which th~ Company uses e-mail to provide opt-out notices, the
Company tl1110WS the additional requirements in addition to the requirements generally
applicable to notitlcation:

(i) The Compuny must obtaili express, veritlablc. prior approval from consumers to
s~nd notic~s via e-mail regarding thcir service in gencraL or CPNI in particular;

(ii) The Company must allow eustom~rs to r~ply dir~ctly to ~-mails containing crNI
notices in order to opt"out;

(iii) Opt-out e-mail notic~~ that are returned to the Company as undeliverablc must bc
sent to the customer in another form b~for~ lh~ Company consid~rs the eustom~r to have
receivcd notie~;

(iv) Th~ subject line of the message must clearly and aeeuratcly identify the subject
matt~r ofth~ ~-mail: und

(v) The Company makes available to every customer a method to opt-out that is of no
additional cost to thc customer and that is available 24 hours a day. s~ven days a w~~k.

G. Opt-In Notiee Requirements

It is th~ Company's policy that Notiecs to obtain opt-in approval h~ giv~n though oral.
writtcn, or e1cctronic methods.

Thc contcnts of any such notification must comply with the Noticc Content
r~lJuirements deseribcd abovc.

H. One-Time lise ofCPNI Notice Requirements

Th~ Company may us~ "ral nolie~ to obtain limit~d. one-time use ofCPNI for inboLmd
and outbound customer telephone contacts for th~ duration of the call. The Company relJuir~s

that the contents of any such notification must comply with the Notice Cont~nt r~quir~m~nts

described above, except that the Company may omit any of th~ following noticc provisions if not
relevant to the limit~d us~ for which the Company seeks CPNI:

(i) Th~ requirement that the Company advisc customers that ifth~y hav~ opt~d-out

previously. no action is needed to maintain the "pt-out ~kction:

(ii) The requirement that the Company advise customers that th~y may share CPNl with
their afliliates or third-parties and need not name those entities, if the limited CPNI usage
will not result in usc by. or disclosure to. an affiliate or third-party:

(iii) The requirement that the Company disclos~ th~ m~ans by which a customer elll1 deny
or withdraw future access to CPNl. so long as explanation is giv~n to customers that the
scopc ofthc approval thc Company seeks is lilllikd to on~-tim~ use: and
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(iv) The Company may omit disdosur~ of the precise steps a ellstomer mllst tak~ in ord~r

to grant or deny access to CPNI, as long as th~ Company ckarly communicates that the
customer can d~ny access to his CPNI for the call.

I. Safeguards Required for the Use of ePNI

It is the policy of th~ Company to train its personnel as to the eireumstanc~s under which
CPNlmay, and may not, b~ us~d or disclosed. In addition, the Company has establish~d a
writt~n disciplinary process in instane~s wh~r~ its personnel do not comply with establish~d

polici~s.

It is the Company's policy to r~quir~ that a r~cord be maintained of its own and its
aflliiates' sales and marketing campaigns that usc their customers' CrN!. Th~ Company
maintains a record of all instanc~s where CPNl was diselosed or provided to other third-parties,
or where third-paI1i~s w~r~ allow~d to access such CI'NI. Th~ record indud~s a d~scription of
each campaign. the specific CPNI that was used in the campaign. and what products and s~rvices

were otli:r~d as a part of the campaign. Such r~c,'rd:; are retained t'lf a minimum of one year.

Th~ Company has established a mandatory sup~rvisory r~vi~w proc~ss regarding
compliance with CPNI rul~:; Il,r outbound marketing. Sales personnel must obtain sup~rvisory

approval of any propos~d outbound marketing request Illr customer approval. The Company's
policies require that records p~rtaining to such carrier eornplianee be retained f,x a minimum
p~riod of one year.

In compliance with Section 64.2009(e), the Company will pr~par~ a "complianee
c~rti Ilcate" signed by an otlic~r on an annual basis stating that the officer has personal
knowl~dg~ that the Company has establish~d op~rating procedures that arc adequate to ensure
compliance with 47 C.F.R. § 64.2009(~). The c~rtillcate is to be accompanied by this stat~m~nt

will b~ fikd in FR Docket No. 06-36 annually on March I. Il,r data pertaining to the previous
calendar year. This tiling will include an cxplanation of any aclions tak~n against Jata brokers
and a summary of all e~rstomer complaints received in th~ past y~ar conc~rning th~ unauthorizeJ
release of CI'NI.

It is the Company's policy to provid~ writkrl notice to the FCC within five business days
of any instance where thc opt-out mechanisms do not work properly, such that a consumer's
inability to opt-out is more than an anomaly. The writt~n notic~ shall comply with th~ 47 C.F.R.
964.2009(1).

.J. Safeguards on the Disclosure of CI'NI

It is the Company's policy to take reasonable measur~s to discover ,md protect against
attempts to gain unauthorized access to CPN I. The Company will prop~r1y allth~nticak a
custom~r prior to disclosing CI'Nl based on customer-initiated telephone contact. online access.
or ill-store visit. if applicable. as described herein.

(I) Methods ofAccessing CPN!.
5
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(4) Business ('ustomer Exemption.

It is the Company'~ policy that it may contractually he hound to other authentication
regimes other than those described herein for services provided to business customers thal have
both a dedieatcd account representative and a contract that specifically addresses the Company's
prolection olTPNI.

K. Notilication of CPNI Security Breaches

(l) It is the Company's policy to notify law enforcement of a breach in its customer's
ePNl as provided in this section. The Company will not notify its customers or disclosc the
breach publicly until it has completed the process of notifying law enforcement pursuant to
paragraph (2).

(2) A~ ~oon a~ practicahk, and in no eventlatcr tban ~cven (7) husine~s days. alkr
rcasonable determination or the breach. the Company will electronically notil): the United States
Secret Services (lISSS) and the Federal Bureau or Investigation (FBI) through a central reporting
facility.

(a) Notwithstanding state law to the contrary, the Company shall not notify
customers or disclose the breach to the public until 7 full business days have passed after
notitleation to the lISSS and the FBI. except as provided in paragraphs (b) and (c).

(h) lrtbc Company helieves thatlhere is an extraordinarily urgel1l need to notify
any class of al'li:cted customers sooner than otherwise allowed under paragraph (a), in
order to avoid immediate and irreparable harm, it will so indicate in its notification and
may proceed to immediately notify its an"cted customers only after consultation with the
rclevant investigation agency. The Company will cuuperate with the relevant
investigating ageney's request to minimize any adverse el'l"cts or such customer
noti lieation.

(c) lfthe rclevant investigating agency determines that publk disclosure or notice
to customer would impede or compromise an ongoing or potential niminal investigation
or national security, sueh agency may direetthe earrier not to so disclose or notify for an
initial period of up to 30 days. Such period may be extended by the ageney as reasonably
necessary in the judgment of the agency. If such direction is given, the agcncy shall
notiry the carrier when it appears that the public disc!llsure OJ' lilltice to alkcted
customers will no longer impede or compromise a criminal invcstigation or national
~ecurily. The agency shall provide in writing its initial dircction to the carrier, any
subsequent cxtension. and any nlltilleatiun that notice will no longer impede or
compromise a criminal investigation or national security and such writings shall he
contemporaneously logged on the same reporting fitcility that eotllains records or
notifications filed by the Company.

(J) Customer Notification. After the Company has notified law enforeemenl pursuant to
paragraph (2). it will notify its cllstomers ofhreach orthose customers' CPN!.

(4) Recurdkeeping. The Company will maintain a record. c!ectronically or in some other
7
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manner, of any breaches discovered, notifications made to the USSS and the FBI pursuant to
purugruph (2), and notifications made to customers. The record will include, iruvuiluble. dules
of discovery and notilicution, u detuiled description of the ePNI that was the subject of the
breach, and the circumstances of the breach. The Company will maintain the record for a
minimum of 2 years.

Dated: February 17,2009

8


